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Actions you can 
take to stop fraud
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1 Stop, Think,Check
When asked for any personal information, bank details, card numbers or passcodes, STOP and 
take a minute. THINK about why you are being asked for this information and what they need it 
for. And CHECK that it is legitimate before you share any details.

2
Beware of 
unexpected texts, 
calls, emails and 
links in social media

Most fraud starts with attempts to get your personal and bank information by texts, calls, 
emails and links to fraudulent websites, that all look genuine. Don’t click on links in unexpected 
emails or texts. Email addresses and phone numbers can be spoofed. Use the website, letters, 
statements or the back of your card to check genuine contact details. 

3 Protect your devices

Always install the latest software and app updates on all of your devices. Protect your email and 
other accounts with a strong separate password and enable two-factor authentication (2FA) where 
possible. Installing, or enabling, antivirus software on your laptops and computers will protect them 
from viruses and hackers. Never download software that lets someone control your device.

4 Effective warnings
When you set up a new payee on B365 or Business OnLine, we ask you the reason for the payment 
and provide advice according to your answer. This is to protect you from fraud. STOP, read the 
warnings, THINK about who you’re sending money to and why. CHECK, does it all make sense?

5 Confirmation of 
Payee

Confirmation of payee (COP) is a name-checking service on B365 and Business OnLine. It helps 
keep you safe from fraud by checking account details (name, sort code, and account number) 
before you send money.
Make sure that the payee details match who you’re sending money to and they are confirmed 
by COP. If it doesn’t match, CHECK the supplier or who you’re paying money to. If you’re still not 
sure, contact us on 0800 121 7790 or phone 159 for help.

6 Protect yourself 
from impersonation

Fraudsters can obtain and use your personal details for impersonation, fraudulent applications 
and identity theft.  Identityfraud.org.uk is a useful source of information about identity fraud and 
impersonation. It includes details of how to protect your identity from further impersonation 
attempts.

7
Be fraud aware
Increase your fraud 
awareness

Visit our Security and Fraud webpage regularly for details of scams, guidance on what to look out 
for and further tips on how to keep safe:
Search Bank of Ireland Security and Fraud on the internet;
Follow Bank of Ireland UK on Facebook, Instagram and TikTok.

8 Talk to Family and 
Friends about fraud

Ensure Family and friends know how to identify and report fraud. Discuss requests for money 
with someone you trust.
Fraudsters may contact you pretending to be a friend or family member, asking for emergency 
money. Always contact friends and family directly on an existing number you hold for them 
before sending any money. STOP, THINK, CHECK!

Keep your account safe
We will never call, text or email asking you to share your six-digit passcode, one-time activation codes or your full 365 PIN. 
We will never ask for your full card details. Do not share them. Remember, we will never ask you to transfer money 
out of your account to protect yourself from fraud. For more information, visit Bank of Ireland UK Security and Fraud.

Stop, Think, Check…and together we won’t let the fraudsters win!

Search Bank of Ireland UK Security and Fraud


